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Abstract

Introduction

Surprise is one of the most important threats to the information
society and political structures. One of the negative paths to reduce
this threat is defensive policies through the expansion of
intelligence surveillance and control over the country's security
environment. However, a more positive and sustainable path could
be to pursue an offensive policy to attack the opponent's or enemy's
computing devices. Adopting an offensive approach to intelligence
is one of the issues that has not received much attention in the
foreign policy of the Islamic Republic of Iran. This should be taken
seriously, especially regarding the Hybrid war against Iran at hard
and soft power, as well as in various security, economic, military
and diplomatic fields. Due to the necessity of this issue, in this
research, an offensive approach to intelligence has been tried from
the perspective of strategic deception. In this regard, a definition of
offensive approach has been tried first. Then, according to the
literature on deception, a strategic deception model with an
offensive Intelligence approach has be formulated.

Methodology

In this research, first the library study method and then the elite
opinion survey method were used. In the library studies method, an
attempt was made to extract the components and axes of these two
concepts using the existing literature on strategic deception and
intelligence invasion. Then, the model resulting from these studies
was evaluated by elites. In fact, to increase the validity of the final
Pattern, this model is submitted to the opinion of elites to measure
its validity and reliability. These elites included people who had
scientific or practical experience of working in the country's
foreign policy in various agencies. In the end, the components that
had a stronger evaluation formed the final model.
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Result and discussion

The strategic deception model with an intelligence offensive
approach has two dimensions. The first dimension is information
superiority, according to which the deceiver dominates the path of
intelligence exchange and the type of data by controlling
intelligence channels. The second dimension is obtaining
intelligence through observing the actions and behaviors of the
intelligence subject. This model can be implemented at two levels:
the first level is information networks and the higher level of
subject perception. This model is a type of preemptive operation
that penetrates the intelligence cycle of the opponent's elites with
the aim of changing their behavior. The success of implementing
this model is measured through these indicators. First, it should
provide the basis for penetrating the opponent's intelligence
network. Second, it should lead to the accumulation of experience
by the deceiver and help him design future operations more
accurately. Third, it should gain a good understanding of how the
opponent perceives. Fourth, it should have long-term results.
Conclusion

The results of this elite survey show that this model has been
approved and has the potential to become a Pattern. The stages of
this Patterninclude goal setting, subject identification,
implementation, and ultimately monitoring and controlling the
implementation. The first stage is to determine strategic goals and
ultimately design a deception scenario with reasonable methods
and available tools. The second stage is to identify the subject and
the route of the deception operation through analyzing the enemy's
behavior, the available routes for transmission, and design
information propositions to formulate the deception story. The
third stage is to disseminate incorrect, incomplete, and selective
information and perform fake shows to deceive the enemy. The
final stage is to monitor the enemy's reaction, evaluate the
effectiveness of the deception, and modify processes for
subsequent operations. This Pattern, while strengthening the
indigenous literature on the concept of intelligence invasion,
provides clearer paths and solutions for strengthening and
enhancing national security through the development of a strategic
deception model with an intelligence invasion approach. At the
same time, efforts to strengthen the literature on intelligence
invasion in other subjects can produce applied knowledge on this
subject and also favor positive and proactive approaches in th
operational field. l s I
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